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The Hardest Problem
(and the silliest)
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About Me

• Fifteen years at AWS.
• Oncall for 15 years.
• I’ve worked on EC2, Lambda, EBS, and several other big AWS services.
• Mostly a practitioner.

• I’ve read ~3000 cloud system postmortems, from across the industry.
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What are your hardest problems?
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The hardest problem
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The hardest problem🤡
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https://github.com/mbrooker/simulator_example/blob/main/simple_collapse_sim/sim.py



© 2020, Amazon Web Services, Inc. or its Affiliates. 

Can’t you just….
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They are often called Three-Phase Commit 
protocols. …

They have usually attempted to “fix” the Two-
Phase Commit protocol by choosing another TM if 
the first TM fails. However, we know of none that 
provides a complete algorithm proven to satisfy a 
clearly stated correctness condition.

From Gray and Lamport, Consensus on Transaction Commit, ACM ToDS, 2006 
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The hardest problem
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Distributed systems are complex 
dynamical systems.

But we don’t think about them that way!
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Bronson et al, “Metastable failures in distributed systems”, HotOS’21
Huang et al, “Metastable Failures in the Wild”, OSDI’22
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Slide from Huang, et al, Metastable Failures in the Wild, OSDI’22 https://www.usenix.org/conference/osdi22/presentation/huang-lexiang
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20

De Candia et al, “Dynamo: Amazon’s Highly Available Key-value Store”, SOSP’07

Recovering from overload adds load.
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21

Mitzenmacher, “How useful is old information?”, 2000

What if T depends on load?
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Partial Solution 1: Formal Methods
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time

Lamport 
What good is temporal logic? 👶



© 2020, Amazon Web Services, Inc. or its Affiliates. 



© 2020, Amazon Web Services, Inc. or its Affiliates. 

Hubris
Humility
Laziness
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Model Checking
29DEVCON 2022 | AMAZON CONFIDENTIAL
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Safety
Liveness

[]❤
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Partial Solution 2: Control Theory
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Agha and Palmskog, A Survey of Statistical Model Checking, TOMACS, January 2018
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Challenges to Applying Control Theory

• Non-linearity is common
  (doesn’t obey superposition principle)

• Non-time-invariance in ubiquitious
• Stochastic behavior is widespread
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“Reasoning purely analytically 
about the behavior of complex 
stochastic systems is generally 

infeasible.”

Agha and Palmskog, A Survey of Statistical Model Checking, TOMACS, January 2018
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Partial Solution 3: Simulation
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Simulation & Numerical Methods
38

Created with https://github.com/narimiran/double_pendulum
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https://github.com/mbrooker/simulator_example/blob/main/simple_collapse_sim/sim.py
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Watts and Strogatz, “Collective dynamics of ‘small-world’ networks”, Nature, 1998
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~5,000 lines of Rust

but…
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We already have a specification!

We already have a tool that 
searches the specification’s state 

space!
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Call To Action 1:
Rethink the Foundations of Computer Science
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Call To Action 2:
Rethink the Systems Field’s Priorities
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Value stability as a design 
goal in systems research.

(and value security, durability, integrity, availability, 
more too).
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Call To Action 3:
Build a Stronger Foundation, Together
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Theory: a foundation for 
thinking about emergent 
properties of distributed 

systems.
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Tools: automated 
reasoning about system 

stability.
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Practices: better 
defaults.

A safer toolkit.
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Questions (or answers!)

Marc Brooker
mbrooker@amazon.com
https://brooker.co.za/blog/

mailto:mbrooker@amazon.com

